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Overview:
We have been contacted by a lot of media outlets due to our recent release of our
TikTok research. They all seem to want to know the same things;
“What is the difference in the data collections between TikTok and their other larger
competitors?”
Until now we have had to answer that we didn’t know because we hadn’t done the research to
determine whether or not TikTok collects more information than the others. So, we decided to
perform static analysis on the following APK’s:
●
●
●
●

Facebook mobile app APK v272.0.0.50.125
Facebook messenger mobile app APK v266.0.0.16.117
Twitter mobile app APK v8.52.0
TikTok mobile app APK v16.0.42

The goal of the static analysis was to gather the differences between the aforementioned APK
files. From there, we could perform a comparison (diff) with each one against TikTok itself. This
would provide us with the differences in data collection between the applications. All of our
research will be publicly available on our website at https://penetrum.com/research.

Facebook and TikTok:

The first thing we did was perform a comparison against Facebook and TikTok.

The first thing we would like you to take into consideration is the size difference between both
applications. While Facebook sits at 54.3MB TikTok is almost double the size at a massive
102.38MB. We assume that the reason for this is that TikTok does a lot more on the client side
than Facebook does. If you notice both applications have “Failed - Failed” on them, what this
means is that the obfuscation inside of the code was too much for the parser to handle and it
wasn’t able to pull some of the information out of the APK files. The obfuscation done in both
applications is extreme, even going as far as to try and stop disassembly of the APK itself. In
the below picture you see the differences between each APK TikTok is marked with a “T” and
Facebook is marked with an “F”:

As you can tell above, there are multiple actions performed to check whether they are being run
inside of a sandbox or inside of a virtual machine. We would also like you to take notice of the
anti-assembly section of the above table. What this means is that the developers purposely put
illegal characters inside of a class name to prevent full disassembly of the application. This is
actually a measure taken by a lot of malware to prevent reverse engineering, or make it harder
for the engineer to find out what’s actually going on. You can read more about malware
obfuscation here: https://securityboulevard.com/2020/02/what-is-malware-obfuscation/.

Having said that, we were still able to extract a lot of the data collection out of both
applications:

In the above picture you can see which API each application uses. The above picture states that
TikTok uses more API’s than Facebook does. However, as mentioned earlier, there is a
possibility that Facebook’s heavy obfuscation did not allow us to pull everything. With that in
mind, you can download the Facebook code that we were able to extract at
https://penetrum.com/research. From the current given context, we can safely assume that not
only does TikTok access more API’s than Facebook does, but they also do more on the data
collection side than Facebook’s application does. Everything from getting the SIM provider to
querying the SMS contacts.

Facebook Messenger and TikTok:

I’m sure we’ve all heard the whole “Facebook messenger is what collects the data”
statement that floats around the internet. After conducting our Facebook analysis, we were
extremely surprised about how little information the Facebook application was collecting. We felt
as though we were missing something and that there was more to it. We decided that we would
also perform static analysis on Facebook Messenger to get a clearer understanding of what’s
really going on:

Once again we would like you to take notice on the size differences in the applications. TikTok
once again has a significantly bigger APK than Facebook does. Also, as both failed again,
meaning that there is heavy obfuscation in Facebook Messenger as well. We were able to
extract the same amount of information from Facebook Messenger as we were from Facebook:

However, there was an issue with the way Facebook Messenger was compiled, which was
different from TikTok’s DX compiler. Most of the information is the same as Facebook. They
take steps to prevent disassembly, as well as take steps to prevent you from running the
application in a virtual machine or sandbox.

As you can tell, Facebook Messenger collects noticeably more data than the Facebook
application does, going as far as to “set or read clipboard” information. We cannot as this time
determine if the messenger application pulls the clipboard information. We do however feel that
it is entirely possible to do so. We at Penetrum feel that it is safe to assume that TikTok is
collecting more information from it’s users than Facebook is. Just think about that for a second.
Facebook, the mother of all beasts, collects less information than TikTok does.

Twitter and TikTok:

Out of all the applications we did static analysis on. Twitter is the only one who’s
obfuscation wasn’t so extreme that we were able to fully extract the application's information.
Once again, TikTok is significantly larger than Twitter’s 52.52MB APK file. Since Twitter's
obfuscation isn’t done to an extreme manner we were able to get a lot of the information out of
it, but for the sake of this whitepaper we will only be performing analysis on the same
information as Facebook, and Facebook Messenger. You can of course download all the
information at https://penetrum.com/research. Having said that, continuing on we can see the
differences in the protection taken from each applications:

In the above image, you can see that Twitter takes basic precautions against virtual machine
running, and also checks for a debugger. They do not attempt to prevent reverse engineering of
the application, and do not use an obfuscator on their APK file.

Once again, TikTok is collecting significantly more information from their end users than Twitter
is. We would also like to note that Twitter does not access the users clipboard, they do not
query your SMS, nor do they gather the applications that are installed on your phone. Penetrum
feels that we can safely say that TikTok is gathering much more data than Twitter is.

Conclusion:

So, what can we take away from the comparisons done? Well, for one we can safely
assume that TikTok is gathering more data than both Facebook and Twitter. Mind you, we are
not talking about the legality of data collected, some or all of the data collected may be used
legally by the company depending on the privacy policy and agreements made when signing up
to the application, we are not lawyers and will leave the legal issues up to those who are
qualified or want to speculate. In conclusion, from what we have seen digging through the apps,
TikTok simply takes more information than the other applications.

