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Foreword
Before starting our research we want to make one thing clear; Penetrum LLC
has no political agenda, nor do we do side with any specific political party. As a
company, it is our responsibility to stay as neutral as possible when it comes to
political issues and political discussion. We do not now, nor will we ever have a political
view as a company. This whitepaper will have a stance of complete open-mindedness,
unbiased opinions, as well as staying security oriented, and will not lean one way or the
other without proof to support the claim. We will not side with any political parties
throughout this whitepaper. We also will not address any politicians or governmental
figures as individuals. The goal of this paper is to present to the world with what is
happening within this application. We don’t care what politics are behind the
application.
Having said that, what can we say about Parler? Parler is a social media
application targeted towards politicians and governmental figures, specifically on the
more conservative side of things. Parler claims freedom of speech, yet has a list of
words that you cannot say (https://gizmodo.com/parler-ceo-says-hell-ban-users-forposting-bad-words-d-1844222360). Along with that, it has a user editable word filter that
you can personally edit/add to which will allow you to block, mute, temporarily
mute/block, and/or ban the user who was saying it from your personal profile. Parler
comes complete with an anti-muslim side, along with this warning on Wikipedia:
”The site also includes anti-Muslim content, although it also has a user base of Saudi
nationalists who support the Crown Prince, in addition to the de facto prime minister of
Saudi Arabia.” (https://en.wikipedia.org/wiki/Parler)
Parler also claims that they securely store your personal identifiable information
(PII) and never share it, yet they claim that they will give it all away if asked properly.
Parler claims that you are able to access your data by contacting them, but at the time
of writing this we asked from both the United States and the United Kingdom for our
personal data and in nine days have received no information, acknowledgement, or
reply from Parler. Today, we will take a dive into Parler and see exactly what is
happening behind the scenes. All of our research will be publicly available and
downloadable at https://penetrum.com/research.
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Overview:
•

Parler connects to IP addresses outside of the United States
o At least 5 sets of IP addresses are distributed outside of the United States
o 15/22 of the URLs that are processed in version 2.2.7-2.4.10 are outside of
the United States.
o Parler uses Yandex API which is based in Russia

•

Parler collects a significant amount of data from the users device, along with collects
PII that is said to be encrypted
o Parler queries your SMS
o Parler collects a significant amount of data from their users
o Parler is one of the only social media applications that requires you to upload
your PII in order to send messages to other users
o Parler claims to never share personal data, and also says that they will share
it with third party companies.
o Parler uses multiple trackers

•

Parler claims to allow freedom of speech with no biases, yet allows users to be their
own moderators and perform a variety of actions on other users
o You are able to block specific words with a “filter” list

•

Parlers API has some issues in it
o Potential exploit vectors
o Username enumeration

•

Parlers code has some poor coding practices in it
o Insecure number generation
o Insecure hashing algorithms
o High severity manifests
o Sending data to the clipboard
o Hardcoded RSA key

•

Parler also has some good things in it
o Safe OS command calling
o AES encryption

•

Parler is potentially not GDPR compliant
o No built in data request feature
o Doesn’t respond to data requests (at time of writing)
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IP Addresses Outside of the US:
To begin, we will talk about what Parler claims they are exactly. Launched in
2018, Parler is a social media application created by University of Denver graduates
John Matze and Jared Thomson. They thought up Parler because they were "exhausted
with a lack of transparency in big tech, ideological suppression and privacy abuse"
according to Parler's website. (https://www.cnet.com/news/parler-everything-you-needto-know-about-the-twitter-alternative-for-conservatives/). Parler is a US based company
that hosts mostly conservative politicians, governmental figures, and some other people
that are not political or governmental figures. Parler connects to the following IP address
distributions according to one of the tools we used called Sandroid:

Now most of these IP addresses are inside of the United States, which is a good start
for a US based company. However, there are a few based outside of the United States.
These are most likely due to the URLs that are called by Parler itself:
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As you can see, there are multiple URLs called from outside of the United States. Now
this is normal behavior for an application like this and does not provide a reason for
alarm. A lot of applications will do this and have no control over where the end
connection is.
Along with this, Parler also uses Yandex. What for? We are not completely sure.
It is likely just used to translate information back and forth from one language to another
language due to the URL itself:
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According to an article (found here https://www.quora.com/Where-are-Yandexservers-located) Yandex is a mostly Russian based multinational corporation
specializing in internet-related products and services, including transportation, search
and information services, eCommerce, navigation, mobile applications, and online
advertising (https://en.wikipedia.org/wiki/Yandex). With six data centers in Russia and
one data center in Finland. In 2018, Yandex was planted with malware through October
to November while Parler itself was created in August 2018
(https://www.cnet.com/news/russian-internet-giant-yandex-reportedly-hacked-bywestern-intelligence-agency/). We are unable to verify whether Parler was a part of this
breach or not at this time and will not be doing anymore research on the matter. If you
are curious we encourage you to look up “Yandex data breach 2018” on Google.
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According to Yandex’s privacy policy:

Yandex is not allowed to process your personal information if it does not have a valid
legal ground. Yandex will therefore only process your personal information if:
(i) the processing is necessary to perform our contractual obligations towards you
including providing you with sites and/or services (i.e. providing you with the results of
your search query);
(ii) the processing is necessary to comply with our legal or regulatory obligations;
(iii) in case it is provided by applicable law, the processing is necessary for the
legitimate interests of Yandex and does not unduly affect your interests or fundamental
rights and freedoms. Please note that when we process your personal information on
this basis, we will always seek to maintain a balance between our legitimate interest
and the protection of your privacy.
If you would like to read more information on their privacy policy, please read the
following: https://yandex.com/legal/confidential/.
This is actually spectacular news for the users of Parler, even if they are
processing or taking information from the use of the Yandex API. They are apparently
not allowed to do anything with it without valid reasoning.This however still brings up the
concerns of what exactly the US based company is sending to Yandex’s API itself. As
we stated, we believe it’s just a translation tool that is used to translate from one
language to another.
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What Data Parler is Collecting:
Parler specifies in their privacy policy they collect the following:
Location Information.
Location
Information.
When you
use our services, we infer your general location information, for example by
using your internet protocol (IP) address.
Device Information.
We receive information about the device and software you use to access our services,
including IP address, device type, web browser type, operating system version, phone
carrier and manufacturer, user agents, application installations, device identifiers, mobile
advertising identifiers, and push notification tokens.

Usage Information.
To help us understand how you use our services and to help us improve them, we
automatically receive information about your interactions with our services, such as the
posts or other content you view, the searches you conduct, the people you follow, and
the dates and times of your visits.
Your Contacts.
If you permit us to access the address book on your device or give us permission to
import your contacts from an email account associated with your account, we may
access and store names and contact information from your address book to facilitate
invitations and social interactions that you initiate through our services and for other
purposes described in this Privacy Policy or at the time of consent or collection.
Information from Cookies and Similar Technologies.We and our third party partners,
such as analytics partners, collect information using cookies, pixel tags, and similar
technologies. Cookies are small text files containing a string of alphanumeric
characters. We may use both session cookies and persistent cookies. A session cookie
disappears after you close your browser. A persistent cookie remains after you close
your browser and may be used by your browser on subsequent visits to our Services.
Please review your web browser’s “Help” file to learn the proper way to modify your
cookie settings. Please note that if you delete or choose not to accept cookies from our
services, you may not be able to utilize the features of our services to their fullest
potential.
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(To continue reading about Parler’s privacy policy please see the following:
https://legal.parler.com/documents/privacypolicy.pdf.)

Parler is upfront with what they collect and very straightforward with how they
use it. However, at Penetrum we feel that they collect too much information (of course
right?) and would like to provide exactly what is being collected from within the code
itself (code taken from 2.4.10, the code can be downloaded from
https://penetrum.com/research):
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Yes, Parler is very straightforward about collecting your information, yet they fail
to give the exact details of what they are collecting. Above, you can see everything
being collected from if you have first accessed the application, your OEM information,
along with your contacts, OS version, and much more. Some of this information is
standard for advertising statistics, but some collected items seem extraneous with no
explanation of why they are being collected. I mean, why does the application need to
know what thumbnails you have for your friends, or why does it need to query your SMS
records and contact information? This leaves some questions for Parler itself about
what exactly they are doing with this information, and how they are handling the
massive influx of people that are swarming to their platform. What application would be
complete without trackers as well?

Some good news for Parler is that they do not use that many trackers, and that
the ones they do use are reliable and have been tested thoroughly. However, it seems a
bit unnecessary and redundant to use a tracker if you are already collecting the users
information.Along with this, Parler is one of the only social media apps that requires you
to provide some sort of PII in order to direct message other users. To send messages to
other users there are different “levels” that you must accomplish:
•

•

•

Common user
o Which is given to you when you register with your phone number
o And do a SMS verification
Parler Citizen
o What is given to you when you register with a phone number
o Do a SMS verification
o And upload the front, and back of your ID
o Along with uploading a selfie of yourself.
Influencer
o We are not sure how you get to this “level” but think it has something to do
with adding credit card information to the site after you have done the two
steps below. We tried searching, but since we are not partners with Parler
we may not have necessary access to discover the information.
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As you can see above Parler states that they “NEVER share personal identifiable
information at any time.” However, according to Parler’s privacy policy they state that
they may share specific information to:
Vendors
Vendors and
and Service
Service Providers.
Providers.
We
may
share
any
information
We may share any information we
we receive
receive with
with vendors
vendors and
and service
service providers
providers retained
retained
in
in connection
connection with
with the
the provision
provision of
of our
our services.
services.
They also state the following:
Marketing.
Marketing.
Wedo
donot
notrent,
rent,sell,
sell,
share
information
about
you nonaffiliated
with nonaffiliated
third parties
We
or or
share
information
about
you with
third parties
for their for
direct
their direct
marketing
purposes
unless
we have your
affirmative
marketing
purposes
unless
we have
your affirmative
express
consent. express consent.
Which we here at Penetrum respect and agree with, they do in fact promise to
not share harmful PII. However, it seems a little weird that they state they never do it yet
will / can do it with your consent. We agree with the consent but find it strange that they
added the “with your consent” part to it. They may have it phrased the way they do in
order to hand information over to police and greater authorities. From here, we can
make a valid judgment that they will only share data with the end users’ consent, but we
would also like to see them add “except for personal identifiable information” in their
Privacy Policy. We feel that it would make much more sense and would not be as
confusing to end users.
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Free Speech Platform:
This one strikes us as odd and we encourage the reader to draw their own
conclusion from what we are about to ask you. Is it a good thing to have the users
moderate themselves, or is it against true freedom to allow users to moderate other
users? On one hand, the user is now self-reliant and can only block what they find
offensive, or do not want to see. On the other hand, the user has control to silence
someone else, which is not truly freedom of speech. In the beginning, the creators
stated that they created Parler because they were "exhausted with a lack of
transparency in big tech, ideological suppression and privacy abuse". You don’t get it
both ways, you either accept everyone, or accept no one.
One of Parlers biggest features going for it is that the app houses the people who
have been banned, harassed, or a mixture of both, off of every other platform and
allows “true freedom of speech” while boasting about being a “free speech platform”.
However, the users themselves are the moderators of their own account. Yes, there are
also moderators within the company that delete, remove, and ban accounts. However,
there is a literal way to create a word filter of words you don’t want to see, as well as
what you should do with the user’s account when you see that word in their post. This
allows the account owner to decide what happens to the offending user’s ability to post,
see, and/or talk with the account owner.
For example, if the user does not want to see the word “catfish” they add it to the
word filter. When the word “catfish” appears in a post that the account holder sees, the
user can do a few things such as ban the user from seeing them, block the user, mute
the user temporarily or permanently, and a few other things. It also allows the account
holder to decide on how many times they can see the word without performing action
against the user. Now this generally sounds like a good idea, to let people decide on
their own and allow them to moderate themselves, but is this a security risk that can be
abused by malicious individuals and does it take away from true freedom of speech by
not allowing everyone's voice to be seen or heard? We personally can think of a few
ways to violate this system and abuse it easily. For example, get all your friends to ban
the word “liberty”, and watch the world burn.
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Parler goes on to say that they have “minimal moderation with the platform's
ethos being "if you can say it on the streets of New York, you can say it on Parler”.
(https://en.wikipedia.org/wiki/Parler). If you have never been to the streets of New York,
they say a lot, and there’s no word filters applied there, just saying. We feel that Parler
boasting about their freedom of speech is a little bit overplayed, and that they may limit
some freedom of speech to better represent their bigger account holders and/or account
holders in general.
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API Issues:
At the time of writing (07/03/2020), we have sent Parler a bug report with the
issues we are about to explain. We did not exploit any of these issues. The only thing
we did was gather a proof of concept for them to display in this whitepaper.

We also, before starting the reverse engineering, sent Parler a “report” explaining
to them that we will be researching their application, reverse engineering it, and how to
get a hold of us if they had issues with what we were doing, or wanted to talk about
what we were doing. We did not receive acknowledgment from that report either (it’s
been nine days at the time of writing). So, we’ll just jump right into what we found.
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To begin with, one of the issues we discovered, you can easily enumerate user
accounts on Parler with authentication. If you have an account, you have username
enumeration:

As long as the username is used, Parler’s API will return it. Along with their join
date, account privacy, if they are verified or not, and much more. If the username is not
used, Parler’s API will return the following:
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This gives a vector not only for marketing companies to abuse, but also for cyber
criminals to find potential targets, and potentially discover information about those
targets. If abused, you can gather a list of users you want to target along with some of
their information. We would like to stress that the API has a very flexible rate limit, which
makes this an issue.
Moving along, we also found the Parler’s API allows for carriage return
(%0A%0D) or CRLF injection, which in worst case scenarios can cause issues for the
end user if exploited successfully or taken advantage of by an attacker:

Attackers can use this type of attack to cause a split in a payload and potentially cause
XSS issues on the application. For example: <script>%0A%0Dalert();%0A%0D</script>
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We were also able to find some issues with Parler hanging from specific
payloads being sent:

Encoded scripting payload:

A payload usually specified towards NodeJS:

This issue isn’t too terrible and probably won’t cause any real internal issues to the
company, but nonetheless it is an issue that can cause minor problems.
Furthermore, we were able to create a new user from the API. We are not sure if
it stored the username or not and did not check any further:
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We’re assuming that it’s just a response telling the application what needs to happen
next and has no real effect on the application server.
We have potential issues with requests as well while using the NodeJS payload,
due to it not being filtered out:

Along with the ability to find users by using a script payload:

All of these issues have been reported to Parler. Unfortunately, they do not allow
us to add attachments to their bug reports so we had to specify them in text. At the time
of release we are hoping that Parler has taken this information and fixed the issues as
they see fit.
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Code Issues:
Moving along, we were able to find some things that we consider issues in
Parler’s code. Such as using MD5, using insecure random number generators or
pseudorandom number generators, and a few other interesting aspects that we will
share with you.
Secure number generation is a tricky beast and should always be done in order
to prevent theoretical guesses or potential bruteforcing of the numbers. Parler uses the
basic pseudorandom number generation within Java itself:

This is not a major flaw and a lot of applications do this, however, there are
plenty of ways to generate true random simply and efficiently
(https://stackoverflow.com/questions/381037/true-random-generation-in-java). We
encourage Parler to use true random over pseudorandom at all times. To not only
prevent annoying people like us from complaining about it, but to secure their end users
as well in a more secure manner.
Parler also uses the MD5 hashing algorithm for file cache, which has been
proven to be vulnerable to hash collisions, and can lead to the contents of the MD5 to
be reversed into its plain text state by bruteforce/dictionary attacks. Although there are
methods (for example salting the hash with random salts) that can be done to fix this
issue, we did not notice them in practice Parler’s code base. This could cause
potentially devastating effects to the user and the client application being used by the
end user. For example, if two hashes match, the application will choose one of the
cache files to grab and potentially grab the wrong one, or the application will just not
know what to do and crash:
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This problem should be easily taken care of by moving to an unbroken hashing
algorithm. Such as SHA-256 with salt. We are not cryptographers so we cannot say for
certain that this issue is extremely problematic, but we can say that theoretically this can
cause unforeseen issues for the application. MD5 has been broken for a while now and
should be refrained from being used in applications. MD5 also has confirmed collisions
(https://www.mscs.dal.ca/~selinger/md5collision/).
Moving along we come to Parler’s android manifest that comes with several very
high severities in it due to the actions taken during execution:

A lot of these are normal behavior for an application of this type, but they are not
protected which gives them a higher severity than others. For example, the application
has at least one activity in it that is shared throughout the device. This creates a
possibility for an attack vector. How? We do not know, we didn’t try to exploit it, but the
potential is still there and is wide open for testing. Think worst case being a rogue
application can tap into the shared object and see what Parler is doing on the end users
device.
What application would be complete without access to your clipboard? Parler
also sends data to your clipboard. As far as we are aware, we cannot at this time say
that they are pulling information from the clipboard, but they are definitely accessing the
clipboard and sending data to it.
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PII should never be sent to the clipboard. This can cause massive security issues
for an end user. However, this is default behavior for most applications of this type. This
very well may not be of any concern, but this will require further clarification from Parler
or, a deeper investigation into the application.
The last thing that we would like to bring to the reader's attention is what
Penetrum considers a poor coding choice. Parler has a hardcoded RSA key inside of it.
In Penetrum’s opinion, Parler should store this key alongside the application. This RSA
key is base64 encoded which is trivially reversed to its plain text state. This is Parlers
public RSA key. To protect the interest of Parler we have removed most of the key itself:
xf7\r\x01\x01\x01\x05\x00\x03\x82\x02\x0f\x000\x82\x02\n\x02\x82\x02\x01\x00\xa7*\xe
3\x92H]\x03\xb4\xa2\xdeQ\x01x08\xf9}[\x87\xf3\t\xa7\xbdft\xc5xec9\xab\xf6\xc1_E\xd0\
x8axb6:\xc5\xac2\xd5\xb6\x1aF\x91\xd2\xa0\xfd\x19\xee\xf8\xc9\xae\x0e\xdf\x9e)y\xa6
Fu\xa5o\x87Mp\'\xb9S\xd1\xe2\xf4k\xa2<\x1b\x92s\xb1\xf1\x91!\x9b\x9a\xbel\xd6o\xe7\
xc0x17\xd64\xf4\x7f\xf3I\'\xf9y\xbf\xcd0\xa79w\x10\xea\xa4\xd4L\x1a\x96\xd7]q\x06\xb8e\xe5\x9bf\xc6\xcd\x120\xd8\x0c\xab\x15O\
xfb\xdf\xad\xce\xc7h\x9b\x1e\x07\xb9\xcb\xc5\xe8a0\x86\xd6\xe6\x00\x1f!n\x85\xac\xfc\
xe8\xe6\x9a\x9b\xc7\x9d5,.C\x1c\xbb~\xde\tx\x9d\x87@>\xccEH\xa2\xd9\xae;\xf2\xd0Kj
\xd4\xcf\xfdEn\xf5\xa3\xe4\x11]\x9f`i\xd9\x056\x80)\xa8W\xea\xb2\x88\xbd\xa6u5\x1cvq
[SNIPPED]
We are unable to provide with 100% certainty what this key does. However, we
believe that the key is used by Braintree to encrypt the credit card numbers that are
processed within the Parler application. Parler may require credit card information for
influencers. According to the braintree documentation the RSA public key is used to
encrypt plaintext credit card values:
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You can read more from Braintree’s documentation here:
https://www.braintreepayments.com/blog/client-side-encryption/
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Highlights:
Now that we have established what Parler did wrong, we should establish what
they did right. Parler uses safe encryption for their end users passwords and other
information, specifically they use AES:

This is very good practice, and should be the standard at all times. They also use a safe
key generator for the AES keys which is pretty well done:
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Parler also practices safe OS command execution:

We consider this execution safe because it is a hardcoded command. That
means that it is the only command that can be run from that specific instance. We feel
that Parler did a decent job with their application security while creating the application.
Yes there are some issues, but there are also places where they performed immaculate
work.
Furthermore, Parler is extremely effective with their metadata wiping. We were
able to prove this with the following images (meet Hypnos) and we were able to grab
the exif data by using exiftool:
Before uploading to Parler:
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The metadata that is in the above photo (which is also downloadable at
https://penetrum.com):

ExifTool Version Number
: 10.80
File Name
: before_parlor.jpeg
Directory
:.
File Size
: 3.4 MB
File Modification Date/Time : 2020:07:01 15:49:21-05:00
File Access Date/Time
: 2020:07:01 15:49:52-05:00
File Inode Change Date/Time : 2020:07:01 15:49:34-05:00
File Permissions
: rwxr--r-File Type
: JPEG
File Type Extension
: jpg
MIME Type
: image/jpeg
JFIF Version
: 1.01
Exif Byte Order
: Big-endian (Motorola, MM)
Make
: Apple
Camera Model Name
: iPhone 11 Pro Max
X Resolution
: 72
Y Resolution
: 72
Resolution Unit
: inches
Software
: 13.5.1
Modify Date
: 2020:07:01 15:38:16
Tile Width
: 512
Tile Length
: 512
Exposure Time
: 1/15
F Number
: 1.8
Exposure Program
: Program AE
ISO
: 32
Exif Version
: 0231
Date/Time Original
: 2020:07:01 15:38:16
Create Date
: 2020:07:01 15:38:16
Offset Time
: -05:00
Offset Time Original
: -05:00
Offset Time Digitized
: -05:00
Components Configuration
: Y, Cb, Cr, Shutter Speed Value
: 1/15
Aperture Value
: 1.8
Brightness Value
: -0.306159769
Exposure Compensation
:0
Metering Mode
: Multi-segment
Flash
: On, Fired
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Focal Length
: 4.2 mm
Subject Area
: 2002 1505 2213 1324
Run Time Flags
: Valid
Run Time Value
: 81765152732958
Run Time Scale
: 1000000000
Run Time Epoch
:0
Acceleration Vector
: 0.01620919257 0.9947742827 -0.1104469896
Sub Sec Time Original
: 449
Sub Sec Time Digitized
: 449
Flashpix Version
: 0100
Color Space
: sRGB
Exif Image Width
: 3024
Exif Image Height
: 4032
Sensing Method
: One-chip color area
Scene Type
: Directly photographed
Exposure Mode
: Auto
White Balance
: Auto
Focal Length In 35mm Format : 26 mm
Scene Capture Type
: Standard
Lens Info
: 1.539999962-6mm f/1.8-2.4
Lens Make
: Apple
Lens Model
: iPhone 11 Pro Max back triple camera 4.25mm f/1.8
Current IPTC Digest
: 8c869bfd4597f5269be759e19eac9e09
Coded Character Set
: UTF8
Application Record Version
:2
Digital Creation Time
: 15:38:16
Digital Creation Date
: 2020:07:01
Date Created
: 2020:07:01
Time Created
: 15:38:16
IPTC Digest
: 8c869bfd4597f5269be759e19eac9e09
Image Width
: 3024
Image Height
: 4032
Encoding Process
: Baseline DCT, Huffman coding
Bits Per Sample
:8
Color Components
:3
Y Cb Cr Sub Sampling
: YCbCr4:2:0 (2 2)
Aperture
: 1.8
Date/Time Created
: 2020:07:01 15:38:16
Digital Creation Date/Time
: 2020:07:01 15:38:16
Image Size
: 3024x4032
Megapixels
: 12.2
Run Time Since Power Up
: 22:42:45
Scale Factor To 35 mm Equivalent: 6.1
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Shutter Speed
Create Date
Date/Time Original
Modify Date
Circle Of Confusion
Field Of View
Focal Length
Hyperfocal Distance
Light Value

: 1/15
: 2020:07:01 15:38:16.449-05:00
: 2020:07:01 15:38:16.449-05:00
: 2020:07:01 15:38:16-05:00
: 0.005 mm
: 69.4 deg
: 4.2 mm (35 mm equivalent: 26.0 mm)
: 2.04 m
: 7.2

File MD5 checksum before uploading to Parler:

253a8999719a83f672b72d1ced4ac5b7 before_parlor.jpeg
As you can see before we uploaded the file there was a ton of data in the exif.
Everything from the byte order to the phone that it was captured with.
After uploading the photo to Parler and redownloading it:

Exif data in the photo after uploading and redownloading:
ExifTool Version Number
: 10.80
File Name
: after_parler.JPG
Directory
:.
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File Size
: 586 kB
File Modification Date/Time : 2020:07:01 15:47:47-05:00
File Access Date/Time
: 2020:07:01 15:50:25-05:00
File Inode Change Date/Time : 2020:07:01 15:48:46-05:00
File Permissions
: rwxr--r-File Type
: JPEG
File Type Extension
: jpg
MIME Type
: image/jpeg
JFIF Version
: 1.01
Exif Byte Order
: Big-endian (Motorola, MM)
Orientation
: Horizontal (normal)
X Resolution
: 72
Y Resolution
: 72
Resolution Unit
: inches
Y Cb Cr Positioning
: Centered
Exif Version
: 0221
Components Configuration
: Y, Cb, Cr, Flashpix Version
: 0100
Color Space
: sRGB
Exif Image Width
: 1500
Exif Image Height
: 2000
Scene Capture Type
: Standard
Compression
: JPEG (old-style)
Thumbnail Offset
: 316
Thumbnail Length
: 9155
Current IPTC Digest
: d41d8cd98f00b204e9800998ecf8427e
IPTC Digest
: d41d8cd98f00b204e9800998ecf8427e
Image Width
: 1500
Image Height
: 2000
Encoding Process
: Baseline DCT, Huffman coding
Bits Per Sample
:8
Color Components
:3
Y Cb Cr Sub Sampling
: YCbCr4:2:0 (2 2)
Image Size
: 1500x2000
Megapixels
: 3.0
Thumbnail Image
: (Binary data 9155 bytes, use -b option to extract)
File MD5 checksum after uploading and redownloading:
39bee6919ffc972784394142a132ea2b after_parler.JPG
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As you can see the file itself has absolutely no exif data in it that can identify who
or what took the photo. We believe that this is some of the best photo privacy that we
have seen thus far, and we applaud Parler for taking the precautions for the user while
uploading and downloading photos. It is important for any platform to wipe exif data in
order to protect the security of their end users.
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Potential GDPR Issues:
During our analysis we decided to look into GDPR and see if there are any
issues that could potentially plague Parler. Before we get into this, we would like to
specify that we are not lawyers. We do not claim to know the laws, and we do not claim
to have consulted with any experts on this matter. We decided to include this for
transparency and for the sake of providing all information to the reader. Take everything
written after this with a grain of salt, and we encourage the readers to correct us if we
are wrong with proof of the wrongdoing. We also encourage the readers to do their own
research on this specific topic. We cannot say for certain whether Parler is GDPR
compliant or whether they will provide the information after the release of this document.
If Parler decides that they want to provide the information after the release of this
document, we will update everyone that we have received our data and that they are
indeed compliant with GDPR.
Having said that, during our research we made four accounts, three of which
were in the United States, and one of which was created by one of our researchers who
lives in the United Kingdom. We have requested data on all of these accounts and at
time of writing we have not received a response from Parler, nor have we received any
form acknowledgement that Parler received the request. We decided to do more
research on the topic and discovered that the GDPR has no actual set time limit to
provide the end users data. However, they are required by law to allow end users to
access their data if the end user is in the UK. (https://ico.org.uk/for-organisations/guideto-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individualrights/right-of-access/. At the time of writing, we requested the information four days
prior and have not received any sort of acknowledgement response, or a response of a
timeframe when we should receive the requested data. We believe that Parler should
implement a way for the users to have access to their data quickly and efficiently. They
do not provide a “download your data here” section under security, nor privacy settings.
Below is one of the emails our UK stationed researcher sent to Parler:
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The below is Parlers privacy settings, and their security settings:
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It appears to us, at this time, that Parler is either very slow at providing requested
data, or does not care if we asked for the data. Parler specifically states that users will
have access, to their data as well as be able to delete their data in their privacy policy:

As we stated above, if Parler ever reaches out to us about this, we will update everyone
that they did so.
Penetrum LLC. (Penetrum.com)
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Conclusion:
Even though we found some potential vulnerabilities, some concerning data
collection, and potential that Parler limits users freedoms, we felt that overall Parler did
a pretty decent job securing their platform. With a little bit more attention, they can
potentially be just as good, if not better, than their massive competitors. Here at
Penetrum we strive to give the public the most honest and unbiased research in order to
help companies and individuals be more mindful of their data and security practices, as
well as provide the most extensive and public research possible. Hopefully after you
have read this whitepaper, Parler has already corrected these potential vulnerable
vectors, answered our concerns and questions, and provided the user information we
requested.
We encourage our readers to do their own analysis and question absolutely
everything they see, and read in this paper. All of our research can be found at
https://penetrum.com/research and we encourage you to go through the research and
discover the information for yourself. We appreciate you taking the time to read through
our whitepaper and thank you for supporting Penetrum’s research. Question everything.
- Penetrum
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